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Through The Years
A Brief Key Overview of My Experience
1998

Law Firm
Expertise in Commercial,
Information Technology and
Intellectual Property Law

2000

2002

2010

Corporate Counsel (Asia Pacific)
Provide legal advice to business units including
Management Executives and CEO, inter alia, in the
areas of Privacy Law, Trade Practices Law, Advertising
and Marketing Law, Intellectual Property, Product
Liability and Information Technology

Fast-Moving Consumer Goods (FMCG)
Instrumental in establishing a privacy compliance
framework and company first Privacy Officer.
Expertise in Franchising and Contract Law –
Landmark Contract Law Case.

Privacy and Cyber Security
Governance, Risk and Compliance
for large Cyber Security Programs.
Chief Privacy Officer for large
international companies, Board
Advisory and Awareness Programs.

2017

Digital Transformation of Fiji
Established Pacific based
operations in Fiji. Assist in the
Digital Transformation of Fiji
placing People before Profits.

Key Clients
Snapshot of Clients in Multiple Industries

Learning Objectives
Your Takeaway
Update on legal developments in privacy laws around the world

Understand what trends we see from these new laws
Practical examples of what your entity can do right now to address
these new developments
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FIA Values
Confidentiality and Privacy have a Critical Role to Play
Integrity

Professional
Behaviour

Objectivity

Professional
Competence
and Due Care

Confidentiality

Privacy Is Key

FIA Values Confidentiality
Data Protection and Data Privacy is Required

CYBER SECURITY

Confidentiality
We will respect the confidentiality of information acquired as a result of professional and business
relationships and, therefore, not disclose any such information to third parties without proper and specific
authority, nor use the information for personal advantage or third parties.

Data Protection

Data Privacy

Securing data against
unauthorised access

Authorised access — who
has it and who defines it

Data Protection is essentially a technical issue
whereas Data Privacy is a legal one.

The Basics: Terminology
Confidentiality vs Privacy
What is Confidentiality?
• Confidentiality concerns the protection of both business and personal data
from discovery by unauthorised entities or individuals. Privacy, a subset of
confidentiality, concerns only the protection of personal data.
What is Privacy?
• Protection of Personal Data
• Personal Data = any information that identifies a specific individual
(Includes business contact information in many jurisdictions)
• Sensitive Information
• Extra protection for personal data that can be used to cause harm

The Basics: Terminology
Compliance, Privacy, and Security
• Compliance: a systematic approach to governance designed to ensure that
an organisation meets its obligations under applicable laws, regulations,
best practices, contracts, and internal policies.
• Data Privacy: is generally focused on the use and governance of Personally
Identifiable Information (PII). Organisations must implement policies to
ensure that personal information is being collected, shared, and used in
appropriate ways.
• Data Security: focuses on protecting data (PII, confidential information,
etc.) from impermissible access, including intentional malicious
attacks. Organisations maintain the privacy of their data by having security
protocols in place to prevent against external threats and data breaches.

What is Personal Information?
Personal Data Definition and Examples
• Personal Data is defined as:
“Any information that relates to an individual that can be used on its own or in
combination with other information to identify an individual.”
• For example:
•
•
•
•
•
•
•
•
•

Name
Address
e-mail address
phone number
national or other identification number (social security, passport or driver’s license number)
account number
computer login names
Passwords
or other information.

What is Sensitive Information?
Sensitive Data Definition and Examples
• Sensitive Personal Data:
“Generally, sensitive personal data needs to be handled more carefully, and in some
jurisdictions may not be processed unless explicit consent is obtained or the processing
falls into certain narrow exceptions.”
• Sensitive Personal Data includes personal data revealing an individual’s:
•
•
•
•
•
•
•

Racial or ethnic origin
Political opinions
Religious or philosophical beliefs
Criminal background
Security measures
Trade union membership
Health or sex life

Personnel should exercise additional caution when handling sensitive personal data

What Constitutes “Processing”
Personal and Sensitive Data
• The term “processing” – specifically when applied to personal data – can mean any operation or set of
operations that is performed upon data, whether or not by automatic means.

destroying

collecting
making available

transferring

storing

maintaining

blocking
adapting

WHAT IS
PROCESSING?

retrieving

using
recording
transmitting

consultation
organising
disseminating

access

alteration
erasure

Personal Data For Accountants
What Data is Important to You and Your Organisation
• Whose personal data does your Firm hold?
• Employees, Clients, Third parties

• Where can personal data be found? Where is it being used?
•
•
•
•

Physical
Data Centres, Laptops, USB/Flash Drives, CDs, Work Papers
Electronic
e-Mail, files, attachments, applications (e.g., Outlook, Active Directory)
Remember!
There are many reasons privacy is important to your organisations business.
The difference between personal data and sensitive personal data.
Your organisation holds personal data of many parties and in a multitude of locations.

Sensitive Data Flows
Market Observations
• Enterprise data transfer management capabilities decentralised
• Inventory of sensitive enterprise data flows doesn’t exist and is immature
• Lines of business and IT aren’t coordinated on what types of sensitive data are being transmitted and where
the data is being transferred
• Large volumes of paper with sensitive data elements are being created during routine business processes
• Electronic sensitive data transmissions occur in multiple ways (FTP, NDM)
• Enterprise control frameworks aren’t mature enough to account, monitor, and report on sensitive
enterprise data flows
• Removable media (CD/DVD, USB Drives, Tapes) are pervasive throughout the environment and technology
controls are playing catch up
• Reactive approach to protecting data, by responding after a breach occurs
• Breach notification plans aren’t fully mature to anticipate notification requirements based upon sensitive
data elements present

Quick Quiz
Number 1
• Which of the following is an example of personal information which can be
used to uniquely identify an individual?
A.
B.
C.
D.

Marital status
Address
Identity number
Race

C
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What We Are Seeing Globally
Growing Trends and Global Influence

More data, less understanding
Regulatory and market expectations pressure
The cost of data breaches keeps going up!
Increasing compliance costs
Siloed approaches to governance
Changes in business structure
Globalisation

Emerging Technologies
Addressed by Global Privacy Laws
• Social Networking
• “Cloud Computing”: moving storage and computing power to
remote servers, instead of hosting servers locally. Scalability of
cloud computing enables “Internet of Things” (IoT).
• Offshore Outsourcing
• International Data Transfers
• Harmonisation/Conflict of Laws
• Cyber security
• New Technologies: big data, geo-location, “Smart” Devices and the
“Internet of Things” Drones, Google glasses, …
• Others you can think of?

Data Protection and Privacy Legislation
What is Happening Around the World

Source: UNCTAD,01/04/2018● LegislationIndonesia

Data Protection and Privacy Legislation
What is Happening Around the World
• 107 countries (of which 66 were developing or transition economies) have put in place legislation
to secure the protection of data and privacy. In this area, Asia and Africa show a similar level of
adoption, with less than 40 per cent of countries having a law in place.

Source: UNCTAD,01/04/2018● LegislationIndonesia

Compare Data Protection Laws
Regulation and Enforcement Around the World

Source: DLA Piper – Data Protection Laws of the world

The Regulatory Landscape is Growing
Regulation and Enforcement Around the World
US Federal
HIPAA, GLBA Safeguards
Rule, COPPA, Do Not Call

Canada
PIPEDA

European Union
EU Data Protection Directive and
Member States Data Protection Laws,
Safe Harbor Principles

South Korea
Act on Promotion of Information and
Communications Network Utilization and
Data Protection

Hong Kong
Personal Data Privacy
Ordinance

Japan
Personal Information Protection
Act, METI Guidelines

California
SB 1, SB 1386,
SB 27, AB 1950

India
Law pending
currently under
discussion

Chile
Law for the Protection of
Private Life

Argentina
Personal Data Protection Law,
Confidentiality of Information Law

Taiwan
Computer-Processed Personal
Data Protection Law

South Africa
Electronic Communications
and Transactions Act

Philippines
Data Privacy Law
proposed by ITECC

Australia
Federal Privacy
Amendment Bill
State Privacy Bills in
Victoria, New South
Wales and Queensland,
new email spam and
privacy regulations

New Zealand
Privacy Act

Source: DLA Piper – Data Protection Laws of the world

Data Protection Laws of Asia Pacific
Countries with Data Protection Laws

Source: Courtesy of Nymity/Current as of 2013

Asia Pacific History
Early Adopters in Data Protection Regulation
• The region had several early movers towards comprehensive,
“European- style” data protection regulation based on the 1980
Organisation for Economic Co-operation and Development(OECD)
Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data:
•
•
•
•

Australia (1988)
New Zealand (1993)
Hong Kong (1995)
Japan (2003)

The Pacific
What are the Data Protection Regulation in The Pacific
• In comparison with most of the world, co-ordinated data protection and privacy legislation in the Pacific is unsophisticated
– in fact, it is pretty much non-existent.
• With this in mind, can telecommunications and technology companies operating in the Pacific (Operators) do what they
want with confidential customer information and data? Of course not!
• Operators collecting, storing and using personal information of consumers in Pacific jurisdictions are likely to be bound by:
• (i) a common law duty of confidentiality; and
• (ii) obligations contained in local telecommunications legislation.
• Generally, the obligations contained in local telecommunications legislation will mirror common law confidentiality
obligations.
• What is the common law duty of confidentiality?
• The general position is that if information is given in circumstances where it is expected that a duty of confidence
applies, that information cannot normally be disclosed without the information provider’s consent, or where
required by law, or in the public interest.
• Each of the jurisdictions considered is a common law jurisdiction, and Operators in those jurisdictions will be bound
by their common law duty of confidentiality.

Fiji
What are the Data Protection Regulation in Our Country
• Constitution (2013)
• the people inhabiting the land are granted the right to privacy.
• "Every person has the right to personal privacy, which includes the right to —
• (a) confidentiality of their personal information;
• (b) confidentiality of their communications; and
• (c) respect for their private and family life".
• It is expressed that it is possible "to the extent that it is necessary" for a law to be passed that limits or
impacts the execution of the right to privacy law.

• Telecommunications Promulgation (2008)
• Another privacy related law can be seen in this, which states that "any service provider supplying
telecommunications to consumers must keep information about consumers confidential". Billing
information and call information are no exceptions. The only exception to this rule is for the purpose of
bringing to light "fraud or bad debt". Under this law, even with the consent of the customer, the
disclosure of information is not permitted.

Fiji
What are the Data Protection Regulation in Our Country
• Other Privacy Laws
That have been adopted are those that are meant to protect the collected information, cookies and other
privacy-related matter of tourist. This is in regards to (but not limited to) information collected during
bookings, the use of one technology of another that belongs to said Firm or through the use of a service of
the Firm, or when making payments.
• Online Safety Bill 2018 - The objectives of this Act are to:
• (a) promote responsible online behaviour and online safety;
• (b) deter harm caused to individuals by electronic communications; and
• (c) provide an efficient means of redress for such individuals.
• Human Rights
As a member of the United Nations, Fiji is bound by the universal declaration of Human Rights which states
"No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation. Everyone has the right to the protection of the law against such
interference or attacks".

Responsibility and Accountability
General Privacy Principles Around the World
Owns the data. The Data controller
has the authority to decide how and
why the personal information is to be
processed

Data Controller

Data Subject
The individual about whom
information is being
processed

Personal Data

Data Processor
Processes the data, within
the boundries set by the
Data Controller

The responsibilities to comply with the privacy regulation lie with the Data Controller.

Common Themes
General Privacy Principles Around the World
• Open and transparent management of personal information
• Entities manage personal information in an open and transparent way. This includes having a clearly
expressed and up to date privacy policy.

• Anonymity and pseudonymity
• Entities to give individuals the option of not identifying themselves, or of using a pseudonym.

• Collection of solicited personal information
• When an entity can collect personal information that is solicited. It applies higher standards to the collection
of ‘sensitive’ information.

• Dealing with unsolicited personal information
• Entities must deal with unsolicited personal information.

• Notification of the collection of personal information
• When and in what circumstances an entity that collects personal information must notify an individual of
certain matters.

Common Themes
General Privacy Principles Around the World
• Use or disclosure of personal information
• The circumstances in which an entity may use or disclose personal information that it holds.

• Direct marketing
• An organisation may only use or disclose personal information for direct marketing purposes if certain
conditions are met.

• Cross-border disclosure of personal information
• The steps an entity must take to protect personal information before it is disclosed overseas.

• Adoption, use or disclosure of government related identifiers
• The limited circumstances when an organisation may adopt a government related identifier of an individual as
its own identifier, or use or disclose a government related identifier of an individual.

Common Themes
General Privacy Principles Around the World
• Quality of personal information
• An entity must take reasonable steps to ensure the personal information it collects is accurate, up to date and
complete. An entity must also take reasonable steps to ensure the personal information it uses or discloses is
accurate, up to date, complete and relevant, having regard to the purpose of the use or disclosure.

• Security of personal information
• An entity must take reasonable steps to protect personal information it holds from misuse, interference and
loss, and from unauthorised access, modification or disclosure. An entity has obligations to destroy or deidentify personal information in certain circumstances.

• Access to personal information
• An entity’s obligations when an individual requests to be given access to personal information held about
them by the entity. This includes a requirement to provide access unless a specific exception applies.

• Correction of personal information
• An entity’s obligations in relation to correcting the personal information it holds about individuals.

General Data Protection Regulation (GDPR)
In a Nutshell…. (It’s a beast )

• GDPR took effect May 25, 2018, with extra-territorial reach
• Harmonises EU data protection regulatory landscape including
establishing a one-stop shop lead data protection authority
• Potentially high regulator fines
• Strict rules regarding lawful basis for processing personal data (e.g.,
consent, legitimate interest, necessary to perform a contract)
• Mandatory data breach notification – notice to regulators and data
subjects within 72 hours
• Imposes security obligations on processors of personal data
• Member states may still pass additional, more stringent regulations in
some areas

General Data Protection Regulation (GDPR)
Immediate Implications for Asia Pacific
• GDPR represents a significant business risk for Asia-Pacific businesses:
• GDPR’s “extra-territorial” effect:
• New establishment requirements capture
• Offshore businesses, where an EU resident’s personal data is processed
• In connection with goods or services offered to him/her, or when the behaviour of
individuals within the EU is monitored

• International data transfer regulations
• Fines of up to 4% of global turnover

Key Issues
Addressed by Global Privacy Laws
•
•
•
•
•
•

Data subject consent
Notice and disclosure requirements
Rights of individuals
Privacy program requirements
Security requirements
Data security breaches and required
notifications
• Data Protection Authority notification
• Online tracking and advertising
• Personal information collection

• Processing and handling by data
controllers
• Jurisdiction and territoriality
• Vendor agreements and mandatory
assurances
• Server location and data localisation
• Sensitive personal data
• Employee personal data
• Data retention obligations
• International data transfers
• Enforcement and sanctions

Quick Quiz
Number 2
• Personal data should be kept accurate, and in every instance, up to date. Is
this statement True or False?
A. True
B. False

A

Quick Quiz
Number 3
• When sharing personal data with third parties, what obligations must Firm
XYZ ensure third parties comply with?
(There are two correct answers)
A.

The third party is obligated to take appropriate
measures to protect the personal data.
B. The third party is obligated to destroy the
information as soon as the contract is finished.
C. The third party is obligated to transfer all personal
data received to the relevant governmental
authority
D. There is an appropriate written agreement in place
preventing the third party from using the personal
data except in accordance with instructions from
Firm XYZ.

A,D

Quick Quiz
Number 4
• If the data subject objects to the processing of their personal information
then:
A. The responsible party must investigate the objection
B. The responsible party must immediately stop processing
the personal information
C. The responsible party is not required by law to respond
to the objection
D. The objection must be sent to the Data Protection
Authority

B
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Privacy Breaches
Why you Should Maintain Privacy Standards

Amount of Data Records Stolen in Millions
Source: Statistica and International Association of Privacy Professionals

Penalties Imposed For Privacy Breaches
By Country and Organisation
• Facebook - fined FJD $1.2 million in
October 2018
• Equifax - fined FJD $1.2 million in
September 2018
• Keurboom Communications fined FJD $960,000 in May 2017
• Uber - fined FJD $960,000 in
November 2018
• TalkTalk - fined FJD $960,000 in
October 2016

Case Study
Deloitte
• Deloitte, was been hit by a cyber attack, on 25 September 2017.
• The hackers may have gained details from the organisation's blue-chip clients, including usernames,
passwords, personal details and even confidential emails detailing private plans and documents.

• The attack which could have been going on unnoticed for months - compromised Deloitte's global email
server and via an administrator's account, granting the hackers access to restricted areas and information.
• It is also believed that Deloitte did not have two-step verification set up, with access requiring only a single
password.
• Six unnamed clients of Deloitte have been told their information was 'impacted' by the hack.
• In response to a cyber incident, Deloitte implemented its comprehensive security protocol and began an
intensive and thorough review including mobilising a team of cybers security and confidentiality experts
inside and outside of Deloitte.
• The breach is thought to affect mainly US customers and may have had impact on the UK customers.

Key Drivers
Why you Should Maintain Privacy Standards
Claims for Damages and Penalties

Competitive Advantage
Reputation Damage
Legal and Regulatory Compliance
Good Business Practice
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Key Considerations
For You
• Create strong passwords for all electronic files

• Encrypt client data
• Install antivirus programs on all devices and keep software up-to-date

• Back-up (3-2-1 Rule)
• Maintain 3 copies (original and 2 backups)
• Use 2 different types of storage media (hard drives, thumb drives, cloud servers, paper)
• Keep 1 backup offsite (cloud-based remote data center)

• Keep paper records under lock and key – restrict access to a as needed basis.

Key Considerations
Your Firm
• Create a local privacy policy, or adopt the global policy
• Monitor local legal, regulatory and business requirements and ensure appropriate controls (including
technical or procedural controls) are implemented
• Where applicable to cross-border transfers of data, be aware of new requirements
• Including appropriate data protection language in Engagement Letters
• Implementing appropriate controls with third parties, including data protection language in contracts
• Training personnel and maintaining a privacy awareness campaign
• Assessing personal data flows and ensuring adequate controls are in place
• Working with functions and departments to build privacy into their processes

• Measuring compliance and applying mitigating controls in failed areas

Requests, Complaints and Incidents
Processes and Procedures for Accounting Firms
Accounting Firms should have processes in place to deal with the following scenarios:
• Requests
• Requests to access one’s own personal data
• Requests to access another individual’s personal data
• E.g. for marketing purposes, legal (subpoenas), etc.

• Complaints
• Complaints regarding mishandling of personal data

• Incidents / Breaches
• Reporting and response

Preparing responses to the above scenarios in advance enables a better response and reduces risk.
Processes should involve the appropriate personal and documentation.

Data Flow Assessment
How Can Requirements Be Satisfied
To ensure you and your Firm processes personal data in compliance with privacy requirements, it must generally:
1.

Understand what personal data is processed
Including local and transferred data – and the flow of personal data (e.g. from business process to business process,
from your firm to another, or from a client to your firm)

2.

Understand what requirements must be met
Determine what requirements your member firm is subject to, e.g.: Global Policy on Data Privacy, Local Legislation,
Client Requirements, other business requirements

3.

Assess the data processing and data flows for compliance with applicable requirements
Assess the member firm’s processing against the requirements to determine compliance or implement mitigating
controls

Information Governance
Information Life Cycle Management
Privacy
Privacy involves the handling and protection of personal identifiable information (PII) that individuals provide in the
course of everyday transactions. This involves the exchange or use of data electronically or by any other means,
including telephone, fax, written correspondence, and even direct word of mouth
Data Classification
Data classification is the process of dividing data sources (documents, applications, databases, etc.) into groupings to
which defined level of controls, protection and policies can be applied to support business objectives.
Data Flow Analytics
Data Flow Analytics is the process of classifying and managing the flow of information assets within an organization.
eRecords Management
The planning, controlling, directing, organizing, training, promoting, and other managerial activities related to the
creation, maintenance and use, and disposition of electronic records.
Information LifeCycle Management (ILM)
ILM comprises the policies, processes, practices, and tools used to align information protection efforts with the business
value and risks associated with information from the time it is created through its final disposition.
IT Security
Information security is the process of protecting data from unauthorized access, use, disclosure, destruction,
modification, or disruption.
Third-Party Management
Third-party management is the process of managing external entities that may process or store information owned or
originated by an organization.

Conclusion
Key Takeaways
Confidentiality
• Foster training and awareness
• Understand contractual
obligations
• Account for legal risks
• If not sure, do not disclose!

Privacy
• Adopt Privacy by Design
• Describe and disclose practices
• Handle sensitive data with care
• Engage in de-identification
• Review data retention practices
• Know where your data is
• Know where your data moves

Questions

Thank You
Janice Nand
Solved (Fiji) Pte Limited
+679 906 7721
janice@solvedgroup.com

